AJIMUHUCTPAIASE
BOJIBHIECOJJJATCKOI'O PAMOHA KYPCKOM OBJIACTH

IIOCTAHOBJEHUE

or05.10520I6r% No 304

307850, Kypckas o6nacte, c.Boabiioe Congarckoe

O6 onpenenenun yrpo3 6€30MacHOCTH NEPCOHATBHBIX
JaHHBIX, aKTyaJIbHBIX IIPU 00pabOTKe MepCOHAIBHBIX
J@HHBIX B HH(QOPMAIIMOHHBIX CHCTEMAX NEPCOHANBHBIX
JaHHBIX AJMUHHUCTPAIIAN BOHBIHCCOJUI&TCKOI‘O palioxa
Kypckoit o6ractu

PykoBonctBysce crateu 19 ®enepansHoro 3akoHa ot 27.07.2006 Nel52-@3 "O
TePCOHAIBHEIX JaHHBIX, A TMUHUCTPALHS BOIIBHJCCOJIH&TCKOFO pariona Kypckoii obinactu
INOCTAHOBJISIET: »

Ornpenennts yrpossl 6€30MacHOCTH NMEPCOHANbHBIX NAHHBIX, AKTyalbHble [pHU
00paboTKe MEPCOHANBHBIX NAHHBIX B HHGOPMALMOHHBIX CHCTEMaX IepCOHAIBHbIX
JaHHBIX AIMUHHCTpanuu BoNbHIecoIIaTcKOro paifora Kypckoit obnacty (punoxenue).

2. VCTaHOBHTH, UYTO yKa3aHHBIE YIpo3bl O€301acHOCTH IePCOHAJIBHBIX AHHBIX
YYUTBIBAIOTCS TIPU Pa3pabOoTKe YaCTHRIX MOJeNeH yrpo3 Ge30MmacHOCTH MepCOHATbHEIX
JaHHBIX TP HMX 00paboTke B WMH(OPMAIMOHHBIX CHCTEMaxX IIEPCOHANBHBIX aHHbIX
AnmuHuCTpanuu bonbeconaarckoro paitona Kypekoit o6nactu.

3. HaCTomuee ITIOCTAHOBJICHHUE BCTYIIACT B CHJIY C MOMEHTA IMOJIIHUCAHUS.

B.I1.3aties




MpunoxexHue
K MOCTaHOBMIEHUIO
AoMUHUCTPaunn bonblweconfaTckoro
aroHa Kypckoi oGnacm
05.10. PO N0

oT

Yrpo3bl 6e3onacHocTH
nepcoHanbHbIX AaHHbIX, aKTya/ibHble NPy 06paboTke NepcoHasNbHbIX AaHHbIX B
MHPOPMaALMOHHDBIX CUCTEMAX MEPCOHANbHBIX AaHHbIX AAMUHUCTRPALMUK
Bonblueconaarckoro palioHa Kypckoi obnactu

N n/n HavnmeHoBaHue yrpossbl

1 2

|. AKTyanbHble yrpo3bl 6e30nacHOCTY NepcoHanbHbIX AaHHbIX, OnNpeaensaemMble cornacHo
TpeBosaHuaM PeaepanbHoit cryBbl MO TEXHUYECKOMY U SKCMIOPTHOMY KOHTPOMIO ANs
MHOPMAaLIMOHHbBIX CUCTEM NMEepCoHalbHbIX AaHHbIX AOMUHUCTPaLUN
Bonblweconaartckoro paioHa Kypckon obnactu (ganee - HGopmaLVOoHHble CUCTEMbI
NepcoHanbHbIX AaHHbIX)

1 |Yrposbl, peanuayemble rocne 3arpysku  onepauuvoHHOW  cuUCTeMbl U
HanpasfeHHble Ha BbINOJSIHEHUE HECAHKUMOHWPOBaHHOrO AOCTyNa, BbisBEHWE
naponem

2 |Yrposbl, peanusyemble B XOA4E 3arpy3ku  OnepauuoHHOW  CUCTEMbl U
HanpasneHHble Ha nepexsaT naponer UM WAEHTUUKATOPOB, MoandUKaLMIo
6a30Boit cCTeMbI BBOAA (BbIBOAA), NEPEXBAT YNpaBneHns 3arpy3koun

3 | Yrposbl BOCCTaHOBEHMSA ayTEHTUMDUKAUUOHHOW UHGOpMaLmK

1 4 |Yrposbl yganeHus ayTeHTmci)m(aumoHHon WHpopmaumm

5 |Yrposs! ucrnonb3oBaHusa MHGopMauuM AESHTUMUKaLNMK U (UNK) ayTEHTUMDUKaLN,
3aflaHHOM MO YMOMYaHuio

6 | Yrposbl HeNpaBOMEpPHbIX AECTBUIA B KaHanax cBasu

7 | Yrposbl 0BHapyeHUA OTKPbITLIX MOPTOB U UAEHTU(UKALMK NPUBASAHHBIX K HUM
CeTeBbIX CNyX0, 0BHapYXEHWs1 XOCTOB, TOMOMIOMMM BbIYMCITUTENBHOMR CeTH

8 |Yrposbl népexsaTa AaHHbIX, NepeaasaeMbiX No BbIMUCIIUTENBHON CETY

9 | Yrposbl wucnonb3oBaHWs cnabocTted NPOTOKOMOB CETEeBOro MM oKanbHOro
obmeHa faHHbIMU

10 |Yrposbl nepesarpysku annapartHblX W MNporpamMMHO-annapartHbiX CPeAcTs
BbIYUCTIUTENBHOW TEXHUKM

11 |Yrposbl nony4eHus npeasaputenbHoi nHopmauy 06 obbekTe sauTbl

12 | Yrposbl onpeaenexus TUNos 06beKToB 3alunThbl

13 | Yrposbl Npeononerns uanyeckoi 3aluThl, CBA3aHHbIe C olumMbkamy nepceHana

14 | Yrpo3bl HeCaHKLUUOHWPOBAHHOrO BOCCTAHOBMNEHWA yAaneHHon 3awuuiaemMon




WHopmaLmm

15 | Yrposbl oTkasa BHELUHUX UCTOYHUKOB 3HEPrOoCHaBKEHUA

16 | Yrpo3sbl HaAEXHOCTU TEXHUYECKUX CPEACTB U KOMMYHUKaLMOHHOro obopyaosaHus

17 | Yrpo3sbl uHopmaunu, peanusyemMble C NPUMEHEHNEM BPEAOHOCHBLIX MPOrpamMM

18 | Yrpo3sbl 4OCTATOYHOCTY NPUMEHEHWSI CPEACTB aHTUBUPYCHOW 3aLUUTbI

19 |Yrposbl uHdoOpmauum, cBs3aHHble € owwBKkamMM  Koga  MPOrPaMMHOrO
obecneyeHusi, 4ONYLLIEHHBIMU NPU €ro MPOEKTUPOBAHUN U pa3paboTke

20 |Yrposbl, cBA3aHHbIE C HEAOCTATOYHOW KeanudukaLmel obcnyxuBatoLLero
nepcoHana

21 |Yrposa HEBO3MOXHOCTW BOCCTAHOBMEHWUA Ceccun paboTbl . KOMnbioTepa npu
BbIBOLE €0 U3 MPOMEXYTOYHbIX COCTOSAHUIA NUTaHUS

22 | Yrposbl, CBA3AHHbIE C pacLUMpEHUEM NpUBUIEriii nons3osaTenei

23 | Yrpo3sbl HeCaHKLUMOHWPOBaHHOMO KOMMPOBaHUs 3aluLLiaeMon HdopMaLmm

24 | Yrposbl yTpaThl, noAnora HocuTenei uHgopmMaumm

25 | Yrposbl HecornacoBaHHOCTU NONUTUK 6e30MacHOCTH

Il. AkTyanbHble yrposbl 6e30nacHOCTU NepPCoHanbHbIX AaHHbLIX MpY UX 06paboTke B

MHCbOpMaU,I/IOHHblx cuctemMax nepccHalbHbIX AaHHLIX COrNnacHoO Tpe6OBaHMﬂM

®epnepanbHou cnyxbbl 6esonacHocTn Poceuiickoin Gepepauum

26

Yrposbl cosfaHus cnocoboB, MOAFOTOBKUM W MPOBEAEHWUA aTak 3a npeaenamy
KOHTPONMUPYEMOW 30HbI B MpoLecce 3KcnnyaTauum CpeacTB KpunTorpaduyeckon
3aluThl UHopMaLummn

27

Yrposbl cosgaHua crnocoboB, MOATOTOBKM WM MPOBEAEHMS aTak Ha pasnuyHbIX
STanax XXM3HEHHOro LuKna CpeAcTs KpunTorpaguryeckon sawuTbl MHdopMaumm, B
TOM 4uCne BHECEHUA U3MEHEeHWA B  [AOKYMEeHTauui Ha  cpeactea
Kpuntorpaduyeckon  3awmTbl  MHGMOPMaUMM U KOMMOHEHTHl  cpefdbl  UX
(PYHKUMOHMPOBAHUS Ha 3Tanax paspaboTkn (MoAepHW3auuu), NPOW3BOACTBA,
XpaHeHus, TPaHCMOPTUPOBKN CPEACTB KPUNTOrpadhnyeckon 3atyuTbl NHopMaLum

28

Yrposbl co3faHua cnocoboB, MOATOTOBKY U MPOBE/SHNA atak 6e3 npusneYeHns
cneunanucToB B obnactu paspaboTku U aHanusa CpeAcTB KpunTorpaduyeckoi
3awuThl MHopMaLmm

29

Yrposbl MNOMYYEHUS M3 HaXOAALMXCA B CBOBOAHOM [OCTYME WMCTOYHUKOB
(BioYan MHOPMaLMOHHO-TENEKOMMYHUKALMOHHSIE CETU, AOCTYN K KOTOPbLIM HE
OorpaHuyeH onpefeneHHbIM KpyroMm nud, B TOM 4ucrne MHOpMaLOHHO-
TENEeKOMMYHUKaUMOHHYI0 ceTb "MHTepHeT") uHdopriauun o MHdopMaUUOHHbIX
cucTeMax nepcoHanbHbIX [AaHHEIX, B KOTOPbIX WCMONb3YKTCA CPEeAcTBa
KpuntTorpaduyeckomn 3aLmTbl MHhopMaLum

30

Yrposbl NpoBeAeHWMA Ha 9dTane JKcniyaTtauuu artaku v3  MHGODMAaLUOHHO-
TENEKOMMYHVKaLUMOHHBIX ~ CceTeil, AO0CTYn K  KOTOpPbIM  He  OrpaHuueH
onpefeneHHbIM Kpyrom nuu, ecnv MHOPMAaLMOHHLIE CUCTEMbI NEPCOHanbHbIX
AaHHbIX, B KOTOPbIX WCMOSMb3YIOTCA CpPeAcTBa KpunNTorpaduyeckon 3aluThi
NHcopMaLmm, UMEIOT BbIXOA, B 3TU CETU

31

YFPOSbI ncnonb3oBaHWA Ha 3Tane JKcniyaTauuk Haxoaswuxcsa 3a npefenamu




KOHTPONUPYEMOW 30HbI annapaTHbIX CPeACTB U NPOorpaMMHOro obecneyeHunss u3
cocTaBa CpPeACTB  WHMOPMALMOHHbIX  CUCTEM  MEPCOHanbHbIX  AaHHbIX,
NMPUMEHSIEMbIX Ha MecTax 3KCrulyaTauuu CpeacTB KpUnTorpaduyeckon 3almTsl
nHpopmauum

32 |Yrposbl NpUMEHEHNs HaxoasLmMXcs B CBOGOAHOM AOCTYNE MM UCMOMb3yeMbiX 3a
npegenaMun KOHTPONMMPYEMOW 30Hbl annapaTHbIX CPeAcTB W NPOrpaMMHOro
obecnedeHus, BKMOYas annapaTtHble W MPOrpaMMHbIE KOMMOHEHThI CPeacTs
KpunTorpadgnyeckon 3almTbl MHOPMaLMKN U cpeabl UX DYHKLMOHUPOBAHUS

33 | Yrposbl NnpoBeAeHns atak Npu HaXoXAEeHUM B Npefenax KOHTPONMPYeMOii 30HbI




